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Law enforcement agencies encounter encryption in
relation to many crimes. The distribution of illegal material
is one example of the many offences associated with ﬁle
encryption. The use of encryption in general has been cited
as a major hurdle in digital investigations. When ﬁle-
encrypted material is investigated and the ﬁle cannot be
decrypted, cracked nor bruteforced there is no formal
method or technique to extract evidential value. As a result
this research presents a methodology, which identiﬁes the
original plaintext ﬁlename that was encrypted, while also
displaying the plaintext contents of the ﬁle.
A typical scenario that occurs is where an encrypted
bundle is transmitted to a buyer or intended recipient of
the illegal material. Encryption software has a common
feature of giving the option of deleting the original plain-
text ﬁle after encryption. This naturally increases the
complexity of a digital investigation but does not restrict it.http://dx.doi.org/10.1016/j.diin.2016.04.014
1742-2876/© 2016 The Author. Published by Elsevier Ltd. This is an open acce
licenses/by-nc-nd/4.0/).The HFSþ journal and Catalog ﬁles are the evidence arte-
facts upon which this proposed methodology here is based
on.
When an encrypted ﬁle is discovered during a digital
investigation and the investigator cannot decrypt the ﬁle
then s/he is faced with the problem of how to determine
evidential value from it. This research is proposing a
methodology for locating the original plaintext ﬁle that was
encrypted on a solid state drive. The technique also in-
corporates a method of determining the associated plain-
text contents of the encrypted ﬁle. This is achieved by
characterising the ﬁle-encryption process as a series of ﬁle
I/O operations and correlating those operations with the
corresponding events in the OS X HFSPlus journal ﬁle.
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